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REVISED COURSE SYLLABUS CHECKLIST

Course Number and Title: NTWK 1071 Network Security Il Date of Submission: 1/13/2017

Initiating Instructor: Cristi Gale Effective Term: Summer 2017

**Please attach the revised syllabus. Consult the Strategic Plan calendar for syllabus submission due dates and subsequent attendance at LICC.

CLASSIFICATION OF COURSE

Academic and/or Career & Technical Community Education Section Type
Choose all that apply: [] Customized training (] Public Offering
[] General Education [] Elective (] Seminar / workshop [] Business and Industry
(] Developmental ] Military Programs [] Continuing education
X Program requirement  [_] Program Alignment | [] Lifelong learning

SYLLABUS REASON FOR SUBMISSION: Please check all that apply. Anything left incomplete will be returned.

[ ] CoursE TITLE CHANGE: Please be reminded that course titles can be changed in the FALL SEMESTER ONLY (submitted by September 1).

Current Course Title Requested Course Title

[ ] CREDIT HOUR(S) CHANGE

Current Credit Hours Requested Credit Hours

[ ] COURSE DESCRIPTION CHANGE: Please type out (or copy and paste from syllabus) requested course description.

[ ] PREREQUISITE CHANGE:
Current Prerequisite Requested Prerequisite

X] OUTCOMES/COMPETENCIES REVISION
The Outcomes/Competencies of Network Security | & 11 are redistributed between the two classes to better reflect what is covered in each class.

I:' COURSE HAS NOT BEEN OFFERED IN THE LAST 5 YEARS
I:' ALL BARTON INSTRUCTORS (ON ALL CAMPUSES) WHO TEACH THIS COURSE HAVE AGREED ON THESE CHANGES. INSTRUCTORS CONTACTED:

DAN GOODMAN
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		CLASSIFICATION OF COURSE

		Community Education

		SYLLABUS REASON FOR SUBMISSION: Please check all that apply. Anything left incomplete will be returned.




BARTON COMMUNITY COLLEGE
COURSE SYLLABUS

GENERAL COURSE INFORMATION

Course Number: NTWK 1071

Course Title: Network Security 11

Credit Hours: 3

Prerequisite: NTWK 1070 Network Security | with a “C” or better
Division/Discipline: WTCE

Course Description: Network Security 1l prepares students to design, implement and

maintain an organization's network and computer security policies. Students analyze
computer networks to determine areas of weakness in an organization's security architecture,
and suggest solutions for controlling those weaknesses. Students also learn how to track
hackers when security breaches occur. This course is the second course in a two course
sequence which prepares students for Security+ certification.

INSTRUCTOR INFORMATION

COLLEGE POLICIES

Students and faculty of Barton Community College constitute a special community engaged
in the process of education. The College assumes that its students and faculty will
demonstrate a code of personal honor that is based upon courtesy, integrity, common sense,
and respect for others both within and outside the classroom.

Plagiarism on any academic endeavors at Barton Community College will not be tolerated.
The student is responsible for learning the rules of, and avoiding instances of, intentional or
unintentional plagiarism. Information about academic integrity is located in the Student
Handbook.

The College reserves the right to suspend a student for conduct that is determined to be
detrimental to the College educational endeavors as outlined in the College Catalog, Student
Handbook, and College Policy & Procedure Manual. (Most up-to-date documents are
available on the College webpage.)

Any student seeking an accommodation under the provisions of the Americans with
Disability Act (ADA) is to notify Student Support Services via email at
disabilityservices@bartonccc.edu.

COURSE AS VIEWED IN THE TOTAL CURRICULUM



mailto:disabilityservices@bartonccc.edu



Network Security 1l is required for the A.A.S. Networking Specialist degree. It is the second
course in a two course sequence which prepares students for Security+ certification.

V. ASSESSMENT OF STUDENT LEARNING

Barton Community College is committed to the assessment of student learning and to quality
education. Assessment activities provide a means to develop an understanding of how
students learn, what they know, and what they can do with their knowledge. Results from
these various activities guide Barton, as a learning college, in finding ways to improve
student learning.

A. ldentify and Implement Network Security

Explain the security function and purpose of network devices and technologies
Apply and implement secure network administration principles

Distinguish and differentiate network design elements and compounds
Implement and use common protocols

Identify commonly used default network ports

Implement wireless network in a secure manner

S~ wd P

B. Explain and Execute Compliance and Operational Security
1. Explain risk related concepts
2. Carry out appropriate risk mitigation strategies

C. Analyze and Differentiate Threats and Vulnerabilities

Analyze and differentiate among types of malware

Analyze and differentiate among types of attacks

Analyze and differentiate among types of wireless attacks

Analyze and differentiate among types of application attacks

Analyze and differentiate among types of mitigation and deterrent techniques

Implement assessment tools and techniques to discover security threats and

vulnerabilities

7. Within the realm of vulnerability assessments, explain the proper use of penetration
testing versus vulnerability scanning

U~ wd P

D. Explain and Utilize Application and Host Security
1. Explain the importance of application security
2. Carry out appropriate procedures to establish host security

VI. INSTRUCTOR'S EXPECTATIONS OF STUDENTS IN CLASS

VIil.  TEXTBOOKS AND OTHER REQUIRED MATERIALS





VIIl. REFERENCES

IX.  METHODS OF INSTRUCTION AND EVALUATION

X. ATTENDANCE REQUIREMENTS

XI.  COURSE OUTLINE
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REVISED COURSE SYLLABUS CHECKLIST

Course Number and Title: PHYS1604 Engineering Physics | Date of Submission: 1/20/2017

Initiating Instructor: Timothy Folkerts Effective Term: Fall 2017

**Please attach the revised syllabus. Consult the Strategic Plan calendar for syllabus submission due dates and subsequent attendance at LICC.

CLASSIFICATION OF COURSE

Academic and/or Career & Technical Community Education Section Type
Choose all that apply: [] Customized training x[_] Public Offering
x[_] General Education [ ] Elective (] Seminar / workshop [] Business and Industry
(] Developmental ] Military Programs [] Continuing education
X[_] Program requirement  [_| Program Alignment | [] Lifelong learning

SYLLABUS REASON FOR SUBMISSION: Please check all that apply. Anything left incomplete will be returned.

[ ] CoursE TITLE CHANGE: Please be reminded that course titles can be changed in the FALL SEMESTER ONLY (submitted by September 1).

Current Course Title Requested Course Title

[ ] CREDIT HOUR(S) CHANGE

Current Credit
Hours Requested Credit Hours

X[__] COURSE DESCRIPTION CHANGE: Please type out (or copy and paste from syllabus) requested course description.

Engineering Physics | (and associated laboratory experience) is the study of translational and rotational motion, force, work, mechanical and
thermal energy, linear and angular momentum, mechanical waves, and fluid mechanics using the tools of algebra, trigopnometry, and calculus.
Students enrolled in Engineering Physics | are required to enroll in Engineering Physics I Lab.

[ ] PREREQUISITE CHANGE:
Current Prerequisite Requested Prerequisite

x[_] OUTCOMES/COMPETENCIES REVISION
[ ] COURSE HAS NOT BEEN OFFERED IN THE LAST 5 YEARS

XI:' ALL BARTON INSTRUCTORS (ON ALL CAMPUSES) WHO TEACH THIS COURSE HAVE AGREED ON THESE CHANGES. INSTRUCTORS CONTACTED:

NONE

Revised Nov. 2016 jav
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		CLASSIFICATION OF COURSE

		Community Education

		SYLLABUS REASON FOR SUBMISSION: Please check all that apply. Anything left incomplete will be returned.




BARTON COMMUNITY COLLEGE
COURSE SYLLABUS

GENERAL COURSE INFORMATION

Course Number: PHYS 1604

Course Title: Engineering Physics |

Credit Hours: 5 Credit hours

Prerequisites: Prerequisite or concurrently MATH 1832 Analytic Geometry and
Calculus |

Division/Discipline: Academics Division-Liberal Arts and Sciences/Physics

Course Description: Engineering Physics | (and associated laboratory experience) is the
study of translational and rotational motion, force, work, mechanical and thermal energy,
linear and angular momentum, mechanical waves, and fluid mechanics using the tools of
algebra, trigonometry, and calculus.

Students enrolled in Engineering Physics | are required to enroll in Engineering Physics |
Lab.

INSTRUCTOR INFORMATION

COLLEGE POLICIES

Students and faculty of Barton Community College constitute a special community
engaged in the process of education. The College assumes that its students and faculty
will demonstrate a code of personal honor that is based upon courtesy, integrity, common
sense, and respect for others both within and outside the classroom.

Plagiarism on any academic endeavors at Barton Community College will not be
tolerated. The student is responsible for learning the rules of, and avoiding instances of,
intentional or unintentional plagiarism. Information about academic integrity is located
in the Student Handbook.

The College reserves the right to suspend a student for conduct that is determined to be
detrimental to the College educational endeavors as outlined in the College Catalog,
Student Handbook, and College Policy & Procedure Manual. (Most up-to-date
documents are available on the College webpage.)

Any student seeking an accommodation under the provisions of the Americans with
Disability Act (ADA) is to notify Student Support Services via email at
disabilityservices@bartonccc.edu.
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COURSE AS VIEWED IN THE TOTAL CURRICULUM

Engineering Physics | is a general education course designed to fill the requirements of
science majors who require a calculus based physics course. It will also serve as the
general education 5-hour laboratory class requirement in non-science curricula. This
course will transfer to all Regent schools in Kansas. However, requirements vary among
institutions, and even within departments, and often without much notification. Thus, it is
the student’s responsibility to be in contact with the transfer institution throughout his/her
tenure at Barton Community College to insure that the student is enrolling in the most
appropriate set of courses for the transfer program.

The learning outcomes and competencies detailed in this course syllabus meet or exceed
those specified for this course by the Kansas Core Outcomes Groups project, and as
approved by the Kansas Board of Regents — http://kansasregents.org/transfer_articulation.

ASSESSMENT OF STUDENT LEARNING

Barton Community College is committed to the assessment of student learning and to
quality education. Assessment activities provide a means to develop an understanding of
how students learn, what they know, and what they can do with their knowledge. Results
from these various activities guide Barton, as a learning college, in finding ways to
improve student learning.

Course Outcomes, Competencies, and Supplemental Competencies: Students will be
able to do the following:

A. Evaluate situations involving Engineering Physics I topics by choosing the
appropriate conceptual frameworks.
1. Use clues within the statement of a problem to choose appropriate equations
and/or principles.
2. Answer conceptual questions (either orally or in writing) based on an
understanding of basic physics principles.

B. Recall relevant physical models and successfully apply these models using techniques
of symbolic and numerical analysis in order to generate solutions to problems in
Physics | topics
1. State overarching principles and models — along with key associated equations —

related to Physics I.
a. Kinematics; describing motion in terms of position, displacement,
velocity, acceleration, angular velocity, and/or angular acceleration
b. Scalars, vectors, and vector components
c. Newtonian mechanics; predicting motion using force, mass,
momentum, work, kinetic and potential energy, and torque.
d. Conservation of energy, momentum, and angular momentum





VI.

VII.

VIII.

2.

e. Pressure, density, and flows within fluids.
Symbolically manipulate linear equations, quadratic equations, trigonometric
functions, derivatives and integrals to solve to problems.

C. Think critically by utilizing problem solving techniques to evaluate and analyze
context rich, multi-step problems in Engineering Physics | topics, selecting relevant
information, selecting an approach to solving the problem and carrying out the
analysis needed to generate and communicate solution(s).

1.
2.
3.
4

5.

Convert “story problems” into appropriate mathematical form.

Apply skills from algebra, trigonometry, and calculus to solve problems.

Apply graphical methods to describe and solve kinematics problems.

Apply proportional reasoning to relate and/or rank values in two or more related
situations.

Write clear, organized solutions to problems.

D. Perform measurements using physical apparatus, analyze the collected data including
appropriate treatment of errors and uncertainties, generate and communicate
conclusions based on the data and analysis for experimental investigations in
Engineering Physics | topics.

1.

2.

3.

4.

Demonstrate the use of equipment found in an Engineering Physics | laboratory,
such as metersticks, spring scales, protractors, computer-based sensors, low-
friction carts & tracks, assorted masses, springs, and pendulums.

Accurately collect and record data, including appropriate units and appropriate
expressions of uncertainty.

Propagate uncertainties to obtain uncertainties in calculated results from initial
measurements to final calculated results.

Complete laboratory reports that summarize the knowledge gained by doing the
experiments.

INSTRUCTOR'S EXPECTATIONS OF STUDENTS IN CLASS

TEXTBOOKS AND OTHER REQUIRED MATERIALS

REFERENCES

METHODS OF INSTRUCTION AND EVALUATION

Since laboratory activities are integral to the learning outcomes of this lab science course,
students must pass the laboratory portion of the class in order to successfully complete
(“pass”) the course.





X. ATTENDANCE REQUIREMENTS

Xl. COURSE OUTLINE
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