PHYSICAL SECURITY (AA&E / ADMINISTRATION)
INSPECTION PLAN

1. Mission: The Division/Installation activities conduct Staff Assistance Visits (SAV) and Command Inspections (CI) IAW FR Reg 1-201 to assist units and verify compliance with appropriate Army, 1st ID and other supplemental regulatory guidance. Additionally, these activities conduct regulatory periodic inspections IAW published SIPs

2. Primary CI Standard: Ensure compliance with DA Physical Security policies and procedures in accordance with applicable Army Regulation and standards. 
3. REFERENCE

· AR 190-11, Physical Security of Arms, Ammunition and Explosives  (15 Nov 06 RAR 28 June 2011)
· AR 190-13, The Army Physical Security Program (25 February 2011)

· AR 190-51, Security of Unclassified Army Property (Sensitive and Non-sensitive)(30 Sep 93)

· AR 380-5 Department of the Army Information Security Program (29 Sep 00)

· AR 710-2, Supply Below the National Level (28 Mar 08)

· AR 735-5, Policies and Procedures for Property Accountability (28 Feb 05)

· AR 25-400-2, ARIMS (2 Oct 07)

· FR Reg 190-1, Control of Privately Owned Weapons, Explosives and Ammunition (27 Sep 10)

· FR Reg 190-11, Operating Procedures for Intrusion Detection System (24 Sep 10)

· FR 350-1, Fort Riley Training Directive (22 Oct 07)

· Message, HQDA 062127Z Jul 06, SUBJECT: VCSA Sends- Security and Accountability of Sensitive Items

· Message, FORSCOM 012028Z Aug 06, SUBJECT: Security and Accountability of Sensitive Items

· Unit AA&E SOP

· Memorandum, Storage of Operational, Training, and Ceremonial Ammunition in Arms Room and Aircrew Life Support Equipment in Unit Areas as of (21 Sep 11)

4. Key Inspection Areas (CRITICAL areas are bold and underlined)
     a. Administrative
· Is a copy of the report of action taken for the last physical security inspection with an unsatisfactory rating available? AR 190-13, para 2-16 b.
· Has the unit commander issued a security plan outlining responsibilities and procedures for proper control and accountability of assets, and has the plan been appropriately disseminated? AR 190-51, para 2-12.
· Has the unit commander implemented security measures associated with the conduct of risk analysis AR 190-51 and DA Pam 190-51)? AR 190-51, para 1-4  e (3)
· Has the unit commander established end-of-day security checks using SF 701? AR 190-51, para 1-4 e(2)
     b. Administrative Keys Control
· Has the unit commander appointed a key custodian, in writing? AR 190-51, app D, para D-2
· Is the key and lock custodian maintaining a key register such as a DA Form 5513-R, which depicts the location of locks, serial number of each lock and the number of keys maintained for each lock? AR 190-51, app D, para D-6 d
· Are keys without a serial number given one? AR 190-51, app D, para D-6 e
· When a key to a padlock is lost or missing, is the padlock replaced or re-cored immediately?     AR 190-51, app D, para D-6 c
· Are padlocks and their keys inventoried by serial number semiannually and are records of the inventory retained until the next inventory is conducted? AR 190-51, app D, para D-6 b
· Are keys signed out to authorized personnel, as needed, on a key control register? AR 190-51, app D, para D-3
· When not in use, is the key control register secured in the key depository? AR 190-51, para D-3
· Are keys secured in a lockable container such as a safe, filing cabinet, or key depository made of at least 26-gauge steel and permanently affixed to a wall, in a room under 24-hour surveillance, or in a room that is locked when unoccupied? AR 190-51, app D, para D-4 a 
· Are padlocks and keys, not in use, secured in a lockable container that does not contain or store classified material and is access to the container controlled? AR 190-51, app D, para D-5 c
· Are combinations to locks accounted for at all times? AR 190-51, app D, para D6 a (see AR 380-5, para 7-8 for changing and controlling combinations)
     c. Supply Room

· Is access to items stored in the supply room controlled at all times by the supply NCO or other designated individual? AR 190-51, para 3-25
· Are keys and locks used to secure the supply room controlled as indicated in AR 190-51 para 3-25 and appendix D?
d. Arms Rooms Exterior
· Is a “Restricted Area” warning sign posted outside the arms room, at or near eye level? AR 190-11, para 4-15 

· Is an “IDS” (intrusion detection system) warning sign posted outside the arms room, at or near eye level? AR 190-11, para 4-16
· Is the interior/exterior lighting sufficient to allow individuals maintaining surveillance to see forced entry or unauthorized removal of arms? AR 190-11, para 4-2 (c)(1)
· Are exterior lights covered with wire screen mesh, or vandal resistant lenses, to prevent lights from being broken? AR 190-11, para 4-2 c(5)
· Are switches for exterior lights installed so that they are not accessible to unauthorized individuals? AR 190-11, para 4-2 c(4)
· Is the entrance to the building where the arms room is located illuminated? AR 190-11, para 4-2 d(2)
· If the arms room is located inside another secure room, is the exterior door to that room illuminated? AR 190-11, para 4-2 d(2)
· Does the security lighting provide a minimum of 0.2 foot-candles of illumination? AR 190-11 para 4-2 a(7)(c)
· Are High Security padlock(s) (Sergeant & Greenleaf (S&G) Model 831B, NSN 5340-01-188-1560; Hi-Shear Model LK 1200, NSN 5340-00-799-8248; or model S&G 833C NSN 5340-01-217-5068 used to secure arms room doors and issue windows? AR 190-11, para 4-2d (1) Note:  On a double door system, the high security lock and hasp will be on the most secure door.  

· Is a high security shrouded hasp used in conjunction with the high security padlock? AR 190-1, para 4-2 d(1)
· If the arms room is equipped with a Class 5 or Class 6 vault door, is the combination to the lock on the door changed at a minimum annually and is a SF (Standard Form) 700 used to record this combination change? AR 190-11, para 3-8p
· Is a copy of the Lautenberg Amendment Message posted outside of the arms room? (HQDA MESSAGE 151100Z JAN 98, SUBJECT: HQDA MESSAGE ON INTERIM IMPLEMENTATION OF THE LAUTENBERG AMENDMENT)
e. Consolidated Arms Room

· Is the arms room a consolidated arms room?  If NO skip to next section.

· Has one commander been designated as having overall responsibility for the security of the arms room? AR 190-11, para 4-4 b
· Does the bilateral storage agreement address the following: Maximum quantities to be stored, physical safeguards to be used, frequency of and the responsibility for, physical inventories or reconciliations, reporting of losses for investigations, and key control procedures? AR 190-11, para 3-2 c(2)
· Have access control measures been established to ensure protection of each unit’s arms? AR 190-11 para 4-4 d
· Is expanded metal mesh screening utilized to segregate all arms and sensitive items by unit? AR 190-11 para 4-4 e
· Are all cages locked, and is each cage identified with unit designation? AR 190-11 para 4-4 e (3)
· Has an SOP been established outlining who is responsible for the armed guard in case of IDS failure, IDS testing, and who will obtain the operational load? AR 190-11 para 4-4 f
f. Arms Room Documentation

· Does the unit have a valid copy of the latest security construction statement (DA Form 4604-R)? (Must be revalidated every five (5) years) AR 190-11, para 2-2 d
· Are any waivers or exceptions in effect?  If so is the waiver/exception current and are copies of them on file? (Waivers will be valid for 1 year) AR 190-11, para 2-4b
· If deficiencies are listed on, the DA Form 4604-R are compensatory measures taken until the deficiencies are corrected. AR 190-11, para 2-4e
· Is a DA Form 4604-R posted in the arms room and does it indicate the highest construction category met for weapons/ammunition authorized for storage? AR 190-11, para 2-2 d
· Has the Unit Armorer signed for all the property in the arms room? AR 710-2, para 2-10 g. and h.
· Spot check: conduct a physical count of all M-16s in arms room and compare with Armorer’s hand receipt.  If a discrepancy is found conduct 100% inventory of weapons.

· Does the unit have two school trained armorers? FR Reg 350-1, Appendix B
· Does the unit have an unaccompanied access roster with the names and the duty positions of these persons posted in the arms room (protected from public view)? AR 190-11, 4-19 a. Does the access roster follow the format listed in Figure 1 of FR 190-11. Note: Commissioned Officers are not required to have a security screening check recorded on DA Form 7281-R to be on the Commander’s unaccompanied access roster. AR 190-11, 4-19 b
· Has the unaccompanied access roster been updated whenever there is a change in personnel granted unaccompanied access, change in Commander or every six month whichever time is shorter? AR 190-11 Para 3-6e(7) FR Reg 190-11, Para  6.e.(1) and Para 6 f.(2)a.
· Has the unit commander conducted a command-oriented security screening, using DA Form 7281-R, for each individual on the unaccompanied access roster and were the screenings completed before unaccompanied was authorized.  Commissioned Officer are exempted from needing the DA Form 7281, provided they are authorized unaccompanied access in writing. AR 190-11, para 2-11b and c
· Are security screening checks recorded on DA Form 7281-R and retained in unit files until the individual departs, or is relieved of his/her AA&E oriented duties? AR 190-11, para 2-11a.
· Is DA Form 7281-R completed correctly? AR 190-11, para 2-11
· Are security screening checks updated every three years? AR 190-11, para 2-11e
· Does the unit have appointment orders for a Physical Security Officer (Commissioned Officer, Warrant Officer, or NCO)? AR 190-11 para 1-13 j.
· Are Category II AA&E storage facilities checked by a security patrol on an irregular basis (not to exceed 8 hours) after duty hours and are these checks recorded on SF 702?  These checks will be maintained on file for 90 days. AR 190-11 para 4-2 a(3) and FR Reg 190-11 para 10.a.
· Has the unit commander provided specific instructions in writing on individual responsibility for AA&E during operational and field training conditions? AR 190-11, para 1-13 b
g. Racks and Storage Containers
· When not in use are arms stored in banded crates, metal containers, approved standard issue or locally fabricated arms racks certified by DA? AR 190-11, para 4-2 b (1)
· The use of locally fabricated arms racks is prohibited unless certified as security equivalent to standard issue racks by DA? AR 190-11, para 4-2 (b)(2)
· Are all weapons racks and containers secured in a way to: prevent removal of AA&E, locked with an approved secondary padlock (American Series 200 or 5200) and constructed so that, when locked, a weapon cannot be removed by partially disassembling either the weapon or the rack? AR 190-11, para 4-2 b(2)(b)
· Do racks using hinged or locking bars have the hinge pins welded or otherwise secured to prevent easy removal? AR 190-11, para 4-2 b(2)(c)
· Are weapons racks and ammunition containers, weighing less than 500 lbs., fastened to the walls or floors, or chained together in groups totaling more than 500 lbs.?  Are the chains secured with an approved secondary padlock (American Series 200 or 5200)?  Are chains heavy duty, hardened, welded, straight-link steel, galvanized of at least 5/16 inch thickness?  If bolts are used, have the threads been damaged or bolts peened to prevent easy disassembly? AR 190-11, para 4-2 b(4)
· Are approved padlocks (secondary padlocks) used to lock arms racks and containers? AR 190-11 para 4-2 b (4)
· Are keys to arms room storage buildings, rooms, racks, IDS, or containers removed from the installation? AR 190-11, para 3-8 c
h. AA&E Key Control
· Are master key systems or multiple key systems used?  This is prohibited. AR 190-11, para 3-8 k and r
· Are the primary and alternate set of arms room keys and locks inventoried semi-annually and are the results recorded on DA Form 5513-R or an informal memorandum? AR 190-11, para 3-8 n This inventory will be retained on file for 1 year.
· Do all padlocks and keys have a serial number inscribed?  AR 190-11, para 3-8 n
· Does the armorer have a listing (DA Form 5513-R) of all locks, and keys, to be used to transfer custody between authorized personnel?  AR 190-1l, para 3-8 e, l and O.
· Is an AA&E key and lock custodians appointed in writing to ensure that accountability of all arms room keys and whereabouts are registered in the key control register? AR 190-11, para 3-8 l 

· Is the AA&E key and lock custodian listed on the Unaccompanied Access roster? This is Prohibited  AR 190-11 para 3-8 l
· Is a DA Form 7281-R (Local Records Check) completed on all AA&E key and lock Custodians?  AR 190-11, para 2-11 b (3) and c.
· In the event of lost, misplaced, or stolen keys, has an investigation been initiated immediately?  Replacement or reserve locks, cores and keys will be secured immediately to preclude access by unauthorized individuals. AR 190-11, para 3-8 k
· Are padlocks not in use secured to the staple or hasp when the area or container is open to preclude theft, loss or substitution of the lock? AR 190-11, para 3-8 m
· Is a key control register used to ensure positive control of keys, and establish responsibility for the custody of stored AA&E?  AR 190-11, para 3-8 e
· Are all completed DA Form 5513-R's maintained on file for 1 year? AR 190-11, para 3-8 e
· Is the key control register kept in a locked container? AR 190-11, para 3-8 b
· Does the key control register contain the printed name and signature of the person receiving the keys, date/hour, key serial number, signature of person issuing the keys, date/hour keys were returned, and signature of the individual receiving the returned keys? AR 190-11 para 3-8 e
· Does the unit have a current roster maintained with the SDNCO authorizing which unit personnel can receive the Arms Room Ammo Can, signed by the designated unit official and protected from public view? AR 190-11, para 3-8 d.
· Are keys providing access to Category I or II AA&E which are not in use or not attended, stored in a key depository made of at least 20 gauge steel or a Class 5 GSA security container or equivalent? AR 190-11, para 3-8 h
· Are secondary/alternate keys will be stored at the next higher command in a secure location, that is, multiple drawer security container? AR 190-11para 3-8 f
· Has the higher command storing the keys signed for a locked / sealed container? AR 190-11 para 3-8 f
i. Integrated Intrusion Detection System (ICIDS)

· Are procedures addressed in the unit’s or organization’s SOP to protect an individual’s PIC/PIN number? FR Reg 190-11 para 6.e.(3)
· Have the unit armorer conduct of a test of the alarm system with ICIDS monitoring station.  During this test, conduct a test of the duress button(s) in the arms room.  FR Reg 190-11 para 9.a.
· Is the arms room manned, under constant surveillance (by individuals) or have an active IDS and checked by a security patrol (SDO/SDNCO/Guard) at least once each 8 hours?     AR 190-11, para 4-2 a(3)
· In the event the IDS fails, is an armed guard posted 24 hours each day to: maintain constant unobstructed observance of the storage structure(s), prevent any unauthorized access to the storage structure(s), and make known any unauthorized access to the storage structure(s)? AR 190-11 para 4-2(3)  and  para 4-2 e(1) .
· Is the IDS being tested monthly and results recorded on DA Form 4930-R? AR 190-11, para 3-6 m(1)
· Are DA Forms 4930-R maintained on file for a minimum of 1 year? FR Reg 190-11 para 6e(7).
· Is the ICIDS activated (SECURED) whenever the arms room is left unattended for any period of time? A lock day-gate or vault door does not constitute a secured arms room. FR Reg 190-11 Para 6.f.(3)
· Do arms room personnel have a current list of personnel authorized to perform maintenance, repair and testing of IDS in the arms room? AR 190-11, para 3-6 (l)
· Is the armorer using their assigned PIC/Pin to enter and secure the arms room? AR 190-11, para 3-6. e. (2)
j. Security of Tools and High Value Items
· Has the commander provided written approval for storage of high value items (such as: compasses, field glasses, radio sets etc) in the arms room? AR 190-11, para 4-18 b
· Are night vision devices being stored in the arms room? Message, FORSCOM 012028Z Aug 06
· Are portable night vision devices (NVDs) and portable lightweight global positioning receivers (PLGRs) included in monthly serial number inventories? Message, FORSCOM 012028Z Aug 06
· Are tools such as hammers, bolt cutters, chisels, crowbars, hacksaws, cutting torches, and similar items which could be used to assist in gaining unauthorized access to an arms storage facility secured? AR 190-11, para 4-18 a
k. Individual Weapon Issue/Security

· Does the unit armorer keep a master authorization list (MAL) containing the names, SSN, and unit of the Soldiers who will receive weapons from the arms room? AR 190-11,  4-19e(1)
· Does armorer receive DA Form 3749 (Weapons Card) when individually assigned weapons are issued for periods of 24 hours or less? AR 190-11 para 4-19 e(2)
· Does the armorer receive DA Form 3749 (Weapons Card) when individually assigned weapons are issued for periods exceeding 24 hours and is an entry made on a weapon control sheet (FR Form 43-1)?  AR 190-11 para 4-19 e(3)
· Does the unit keep the weapons control sheets until completion of the next 100% monthly inventory? AR 190-11 para 4-19 e(5)
· When a single weapon is assigned to more than one individual, does the armorer ensure a control log is used with each issue regardless of the time period of the issue? AR 190-11 para 4-19 e(6)
l. Operational Load Ammunition Storage

· Does the unit have operational load ammunition on hand to guard the arms room in the event of an ICIDS failure?  AR 190-11 para 4-2 a.(3) and FR Reg 190-11 para 11.a.(2)
· Is operational load ammunition continuously accounted for by use of hand receipt (DA Form 2062) procedures? AR 710-2, para 2-44 c(4)
· Is the operational load ammunitions inventoried during opening / closing inventories and change of custody inventories? AR 710-2 table 2-2 g
· Is operational load ammunition stored in the arms room inventoried monthly during the monthly 100% serial number inventory? AR 710-2, Table 2-2 j.
m. Training Ammunition Storage

· Is the unit storing training ammunition in the arms room?  If No skip to the next section.
· Is training ammunition stored in the same containers as operational load or privately owned ammunition?  This is prohibited.  Memorandum, Storage of Operational, Training, and Ceremonial Ammunition in Arms Room and Aircrew Life Support Equipment in Unit Areas para 2g.(1).
· Is the training ammunition stored in the arms room inventoried daily (weekend, holidays, and training holidays included)? AR 710-2 para 2-46a..
· Is this inventory conducted by the same person in consecutive days (this is prohibited)?  The unit armorer will not conduct or participate in this inventory. AR 710-2 para 2-46b.
n. Inventory and Accountability
· Is a  physical inventory (visual count) of all arms and ammunition in the arms storage facility conducted and recorded on a DA Form 2062 when the arms room is opened for operation or maintenance purposes, prior to being closed for the evening, or when the custody of arms storage facility keys are transferred between individuals?  Are they retained until the next 100% monthly inventory has been completed? AR 190-11 para 6-4 b(1)(c) and AR 710-2, Table 2-2 g.  Note :Keys change possession whenever they are transferred between individuals on the unaccompanied access roster or they are locked in or retrieved from a container used for overnight storage.  FR Reg 190-11 para 6.f.(4)
· Are the results of this inventory recorded on DA Form 2062 or a local form? (Serial numbers are not required). AR 710-2, Table 2-2 g  and DA PAM 710-2-1, para 9-10(2). 
· Are the weapons stored in the arms room inventoried monthly? AR 190-11, para 6-4b(1)(a) and AR 710-2, table 2-2 j.
· Are the results of the monthly weapons inventory recorded on memorandum or automated listing by serial number? (Pre-printed listing is authorized) AR 190-11 para 6-4 and DA Pam 710-2-1, para 9-10 b(4)
· Has the same individual conducted inventories of the weapons in consecutive months?  AR 190-11, para 2-6 d; AR 710-2, para 1-13 d
· Did monthly inventories reflect those weapons signed out or in for maintenance at time of inventory? AR 190-11, para 2-6 d
· Are the monthly arms room inventory records maintained for a minimum of 2 years or 4 years if discrepancies are found? AR 190-11, para 6-4 b(1)(d)
o. Privately-Owned Firearms (POFs) and Ammunition

· Has the Unit Commander established standing operating procedures addressing registration, storage, and control of privately owned weapons? FR Reg 190-1, 
· Are POFs inventoried in conjunction with, and at the frequency of, the inventory of Government weapons? AR 190-11 para 4-5  c(3)(a)
· Are POFs, ammunition and other weapons secured in locked containers in the arms room, stored separate from military AA&E, and protected by the same security measures (including inventory and accountability) that are required for government arms and ammunition? AR 190-11, 
· Is a copy of Fort Riley Regulation 190-1 posted on the unit bulletin boards? FR Reg 190-1, para 1-6 a 
· Does the armorer retain a copy of each FR From 102 for each POF stored in the arms room; and a control register logging all POF transactions in the arms room? AR190-11, 4-5 a(2)
· Do personnel desiring to use their POF and/or personally owned ammunition obtain approval from the commander or the commander’s authorized representative and sign the weapon out using the same sign out/sign in procedures as those required for government weapons? AR 190-11, 4-5 d (4)
· Has the commander established limits on the quantity and type of privately-owned ammunition stored in the arms room based upon availability of space and safety considerations? AR 190-11, 
· Have members of the command signed a statement acknowledging their responsibility for privately owned firearms1? FR 190-1, 
5. Ammunition Holding Area
· Is training ammunition continuously accounted for by the used of DA Form 5515 (Training Ammunition Control Document)? DA Pam 710-2-1 para 11-16
· Is a different DA Form 5515 used for each issue? DA Pam 710-2-1 para 11-13
· Is training ammunition being inventoried daily? AR 710-2  para 2-42 a
· Is training ammunition being Inventoried daily, and not by the same person two inventories in a row? AR 710-2 para 2-42 b
6. Records Management

· Are all records identified and classified under ARIMS (to include unclassified and classified records up to Secret, both paper and electronically stored)? AR 25-400-2, para 7-2
7. POC, Directorate of Emergency Services (DES), Physical Security Section, 239-3528.
This document Staff Inspection Plan (SIP) is an inspection and assistance guide for units and Installations Staff Inspectors. Installation Staff agencies use the SIP to conduct Command Inspections (CIs) as part of the organizational Inspection Program (OIP). Interested parties and responsible agents for implementation and compliance should read the corresponding regulatory guidance (see references below) for a thorough understanding of applicable areas and sub- areas. SIPs are available on the Installation’s Inspector General's Intranet Site.  Proponents update SIPs as changes occur in regulatory guidance (e.g., updates, supplementation). All SIP changes are routed through the Installation Inspector General via phone and email for review and submission and posting to the Internet.
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