Appendix D
Keys, Locks, Locking Devices (including Hasps and Chains), and Protective Seals
D–1. General
a. Guidance on procedures for keys, locks, and locking devices (including hasps and chains), and protective seals is
contained in this appendix. Additional requirements for AA&E are in AR 190–11.
b. Only approved locks and locking devices (including hasps and chains) will be used. All questions regarding the
identity of approved commercial equivalent locks and locking devices (including hasps and chains) meeting military
specifications shall be addressed to the Naval Civil Engineering Laboratory (NCEL), ATTN: Code L56, Port Hueneme,
CA 93043–4328. Personnel can obtain the most current version of these specifications by contacting the NCEL.
c. Under no circumstances will any keys, locks, or alternate keys or locks be placed in a security container that
contains or stores classified material.

D–2. Key custodian and alternate custodian
A primary or alternate key custodian is the person who will—
a. Be appointed, in writing, to issue and receive keys and maintain accountability for office, unit, or activity keys.
b. Ensure that individuals designated to issue, receive, and account for keys in his or her absence, clearly understand
local key control procedures.
c. Maintain a key control register at all times to ensure continuous accountability for keys of locks used to secure
Government property.
d. Be listed on an access roster.

D–3. Key control register
Keys will be signed out to authorized personnel, as needed, on a key control register. The key control register, DA
Form 5513–R (Key Control Register and Inventory),is approved for use to meet the requirements of this regulation.
When not in use, the key control register will be kept in a locked container that does not contain or store classified
material and to which access is controlled.

D–4. Key depository
a. A lockable container, such as a safe or filing cabinet, or a key depository made of at least 26–gauge steel,
equipped with a tumbler–type locking device and permanently affixed to a wall, will be used to secure keys.
b. The key depository will be located in a room where it is kept under 24–hour surveillance or in a room that is
locked when unoccupied.

D–5. Locks
a. The use of any master key system or multiple key system is prohibited except as noted elsewhere in this
regulation.
b. U.S. Government key–operated, pin–locking deadbolts which project at least 1 inch into the door frame or
tumbler–type padlocks will be used to safeguard unclassified, nonsensitive Army supplies and equipment if a lock is
required. Selection will be based on the value of items protected, mission essentiality, and vulnerability to criminal
attack. All questions regarding approved locks and locking devices will be addressed to the NCEL as indicated in
paragraph D–1 above.
c. Padlocks and keys not in use will be secured in a locked container that does not contain or store classified
material. Access to the container will be controlled.

D–6. Key and lock accountability
a. Keys and combinations to locks will be accounted for at all times. Keys to locks in use which protect the property
of an office, unit, or activity will be checked at the end of each duty day. Differences between keys on hand and the
key control register will be reconciled.
b. Padlocks and their keys will be inventoried by serial number semiannually. A written record of the inventory will
be retained until the next inventory is conducted.
c. When a key to a padlock is lost or missing, an inquiry will be conducted and the padlock replaced or recored
immediately.
d. A key and lock inventory will be maintained which includes a list of all of the following:
(1) Keys.
(2) Locks.
(3) Key serial numbers.
(4) Lock serial numbers.
(5) Location of locks.
(6) The number of keys maintained for each lock. This list will be secured in the key depository.
e. Padlocks and keys which do not have a serial number will be given one. This number will be inscribed on the
lock or key as appropriate.

D–7. Additional key and lock controls for IDS and key containers
a. Keys to IDS (operational or maintenance) or key containers will not be removed from the installation except to
provide for protected storage elsewhere. Keys to locks securing key containers will be afforded physical protection
equivalent to that provided by the key container itself. Keys to containers and IDS will be maintained separately from
other keys, and will be accessible only to those individuals whose official duties require access to them.
(1) A current roster of these individuals will be kept within the unit, agency, or organization.
(2) The roster will be protected from public view.
(3) The roster will be signed by the designated official and will contain the names of those individuals authorized to
receive keys from the key custodian (para d below).
(4) At no time will keys be in the custody of a person not listed on the roster.
b. Keys to containers and IDS may be secured together in the same key container. However, under no circumstances
will keys and locks or alternate keys or locks be placed in any security container that contains or stores classified
material.
(1) When arms and ammunition are stored in the same areas, keys to those storage areas may be maintained
together, but separately from other keys that do not pertain to AA&E storage. The number of keys will be held to the
minimum essential. Keys may not be left unattended or unsecured at any time.
(2) Keys required for maintenance and repair of IDS, including keys to the control unit door and monitor cabinet,
will be kept separate from other IDS keys. Access will be permitted only to authorized maintenance personnel.
(3) IDS operational keys will be stored in containers of at least 20–gauge steel equipped with GSA–approved low
security padlocks or GSA–approved built–in three–position changeable combination locks, or in GSA–approved Class
5 or Class 6 containers that do not contain or store classified material. Combinations will be recorded on SF 700
(Security Container Information), sealed in the envelope provided, and stored in a container per AR 380–5.
(4) Containers weighing less than 500 pounds will be fastened to the structure with bolts or chains equipped with
secondary padlocks to preclude easy removal.
c. In the event of lost, misplaced, or stolen keys, an investigation will be conducted immediately. The affected locks
or cores to locks will be replaced immediately. Replacement or reserve locks, cores, and keys will be secured to
preclude access by unauthorized individuals.
d. A key and lock custodian will be appointed in writing. Only the commander and the key custodian (or alternate,
if appointed) will issue keys to those individuals on the key access roster (paraa above). Personnel listed on the roster
may transfer custody, in writing, among themselves.
(1) The key and lock custodian’s duties will also include procurement and receipt of keys and locks and investigation
of lost or stolen keys. The key and lock custodian will maintain a record to identify each key and lock and
combinations to locks used by the activity, including replacement or reserve keys and locks. The record will show the
current location and custody of each key and lock.
(2) A key control register will be maintained at the unit level to––
(a) Ensure continuous accountability for keys.
(b) Ensure positive control of keys.
(c) Establish responsibility for the custody of stored AA&E. DA Form 5513–R may be used for this purpose.
Completed key control registers will be retained in unit files for a minimum of 90 days and then disposed of per
established MACOM procedures.
e. When individuals are charged with the responsibility for safeguarding or otherwise having keys immediately
available, they will sign for a sealed container of keys.
(1) A sealed container is a locked and sealed key container or a sealed envelope (SF 700, per AR 380–5) containing
the key or combination to the key container.
(2) When the sealed container of keys is transferred from one individual to another, the unbroken seal is evidence
that the keys have not been disturbed. The seal need not be broken for inventory of keys. However, evidence of
tampering with a sealed container will require an inventory of the keys and such other action as may be required by the
commander concerned.
(3) If the keys are not placed in a sealed container, an inventory of keys will be made by serial number or other
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identifying information of the key (for example, stamped number on key). The inventory and change of custody will be
recorded.
(4) Inventory records will be retained in unit files for a minimum of 1 year and then disposed of per established
MACOM procedures.
f. Combination to locks on vault doors or GSA–approved Class 5 or Class 6 security containers will be changed
annually or upon change of custodian, or other person having knowledge of the combination, or when the combination
has been subject to possible compromise. Combinations will also be changed when a container is first put into service.
The combination shall be recorded using SF 700, sealed in the envelope provided, and stored in a container meeting
[bookmark: _GoBack]storage requirements indicated in AR 380–5. No other written record of the combination will be kept. Controls will be
established to ensure that the envelopes containing combinations to locks are not made available to unauthorized
personnel.
g. Replacement of lock cylinders and broken keys for high–security locks may be requested through normal supply
channels. Requests will be coordinated through the key control custodian. MACOMs are designated as approval
authorities for any deviation in key procurement procedures.

D–8. Additional lock and key requirements for aircraft and vehicle storage
Facilities in which vehicles or aircraft are stored with sensitive items aboard will be secured by approved secondary
padlocks. Aircraft will be secured with manufacturer–installed or approved modification work order door–locking
devices when not in use. All hatches and other openings to track vehicles which cannot be secured from the inside will
be secured on the outside with approved secondary padlocks.

D–9. Chains
When a chain is required for security of unclassified, nonsensitive equipment and supplies, specifications for approved
chains will be obtained from the NCEL as indicated in paragraph D–1 above.

D–10. Use and control of protective seals
a. Purpose of the seal. The purpose of the seal is to show whether the integrity of a storage facility, vehicle, rail
shipment, or container has been compromised. A plain seal is not a lock, although combination items referred to as
“seal–locks” are available. The purpose of a seal, no matter how well–constructed, is defeated if strict accountability
and disciplined application are not maintained.
b. Ordering and storing seals. Seal construction specification should include––
(1) Durability. Seals must be strong enough to prevent accidental breakage during normal use.
(2) Design. Seals must be sufficiently complex to make unauthorized manufacture of a replacement seal difficult.
(3) Tamperproof. Seals must readily provide visible evidence of tampering and be constructed in a way that makes
simulated locking difficult once the seal has been broken.
(4) Individually identifiable. Seals must have embossed serial numbers and owner identification.
(5) Ordering and issuing. A single office on an installation will be responsible for ordering and issuing seals. The
source for the seals will be instructed to ship the seals to the attention of a seal custodian in that office.
(6) Unused seals. Seals not issued for actual use will always be secured in a locked, metal container with controlled
access. Only seal custodians and alternates will have access. Recorded monthly inventories will be conducted to
preclude undetected loss of seals.
c. Accounting for seals. Seal custodians will maintain seal logbooks, preferably in hard cover, rather than in
loose–leaf books.
(1) Issue of seals to a using office, unit, or activity custodian will reflect date of issue, name of recipient, and seal
serial numbers.
(2) Issue of a seal for actual use by a custodian will reflect the seal number, date and time applied, identification of
items to which applied (and location on item if other than main door(s)), and the name of the person applying the seal.
For outbound loaded trailers, railcars, and container shipments, the appropriate trailer, railcar, or container number and
load destination will be noted.
d. Application of seals.
(1) Seal all doors and openings, not merely the main one.
(2) Run seal straps through hasp only once. Seals wrapped around several times become illegible.
(3) Listen for “click” when inserting point of seal into sheath.
(4) To ensure positive closure, tug down on strap and twist the point section inserted into the locking mechanism.
36 AR 190–51 • 30 September 1993
e. Checking seals. Commands using seals will develop procedures for checking them. These procedures will include
actions to be taken to break a seal and actions to be taken upon finding a broken seal.
f. Disposition of used seals.
(1) All shipping documents will reflect seal number(s). All seals will be verified with seal log, shipping documents,
or other appropriate documents before removal and disposal.
(2) Seals must be defaced sufficiently upon removal so that they cannot be used to simulate a good seal. They may
be disposed of in normal trash.
(3) If the user seal log is located on the same installation, the custodian will be advised of the destruction of the
seal, or the seal will be returned to the custodian. The custodian will annotate the date and time removed and the name
of the individual removing the seal across from the original entry on the seal log.
g. Changing seals. The colors of seals will be changed periodically as an additional physical security measure.

1.  KEY AND LOCK CONTROL FOR AA&E:

Only the unit commander and key custodian, who must be appointed in writing (or alternate, if also appointed in writing), will issue and receive keys to and from individuals on the key access roster (unaccompanied access roster).  Also the commander or key custodian (or alternate) is responsible for conducting required inventories and maintaining the DA Form 5513-R (Key Control register and Inventory).  The S-2 is not responsible for conducting inventories of unit arms room keys nor is it the S-2's responsibility to maintain or retain a copy of the DA Form 5513-R for the unit’s arms room keys.

	a.  Keys for AA&E will be signed out to authorize personnel, as needed, on a key control register.  DA Form 5513-R (Key Control Register and Inventory) will be used.  An electronically generated form may be used; however the electronically generated form must contain all data elements and follow exact format of the existing printed form.  The form number of the electronically generated form will be shown as DA Form 5513-R-E and the date will be the same as the date of current edition of the printed form.  Keys will be listed on the key control register by serial number; indicating the location of the lock; and the number of keys maintained for each lock.  (Figure 1-1, sample of a completed DA Form 5513-R).

		(1)  The operational set of keys will be issued to the unit armorer by serial number.  Subsequently, the unit armorer is responsible for controlling the keys.  The unit armorer may control the keys using one of the following procedures:

			(a)  Carrying the keys on his or her person during duty hours.  Keys and locks will not be removed from the Fort Xxxx Installation except when authorized by the unit commander to provide for protected storage elsewhere and that should be a very rare exception.

			(b)  Returning the keys to the unit key custodian at the close of business.  If the keys are returned to the key custodian, the key custodian must sign for the keys using DA Form 5513-R.  The key custodian and unit armorer must conduct a physical count (change of custody inventory) of weapons and other sensitive items stored in the arms room.  The key custodian must sign for the weapons and other sensitive items stored in the unit arms room using DA Form 2062 (Hand Receipt).  Completed hand receipts will to be retained until the next serial number inventory is successfully completed.

			(c)  Placing the keys in a locked and sealed container and relinquishing custody of the container to the unit key custodian.  If this course of action is taken, the unit armorer must maintain a DA Form 5513-R containing the serial number of the seal that is on the container; the printed name and signature of the key custodian; and the date and time custody of the container was relinquished.

			(d)  Placing the keys in a locked and sealed container and relinquishing custody of the container to the Staff Duty Office or NCO.  The unit armorer must follow procedures in (c) above.

		(2)  The alternate set of keys may be controlled using one of the following procedures:

			(a)  Placing the keys in a locked and sealed container and relinquishing custody of the container to the next higher headquarters (normally the S-2) or a comparable unit.  The unit key custodian must maintain a DA Form 5513-R containing the serial number of the seal that is on the container; the printed name and signature of the person who received the container; and the date and time custody of the container was relinquished.

			(b)  Storing the keys in a safe located within the unit.  When the alternate set of keys is stored in the unit, the keys will be placed in a sealed container (a sealed envelope may be used).  The unit commander will seal the container in a way to determine if the alternate set of keys is used.


Responsibility for AA&E keys must be continuously fixed, and the above procedures if precisely followed will establish the required responsibility.  

Definition of a sealed container in accordance AR 190-11, para 3-8f:  A sealed container is a locked and sealed container, or a sealed envelope (SF 700 per AR 380-5, para 5-104) containing the key or combination to the key container.

	b.  Completed key control registers will be retained in the unit files for a minimum of 90 days while inventory records will be retained for a minimum of one year. 

(When the key control register and the key inventory record are on the same DA Form 5513-R, do not destroy completed key control registers after 90 days unless a different DA Form 5513-R is used for recording of key inventories.)

	c.  Padlocks and their keys will be inventoried by serial number semiannually.

	d.  Keys, which do not have a serial number, will be given one.

	e.  Under no circumstance will arms room (AA&E) keys and locks, or alternate keys and locks be placed in any security container that contains or stores classified material.  When not attended or being used, keys will be stored in containers of at least 20 gauge steel or material of equivalent strength, and equipped with GSA-approved security padlocks or GSA-approved built-in 3 position changeable combination lock, or in a Class 5 or Class 6 approved container.  Key containers weighing less than 500 pounds will be fastened to the structure with bolts or chains equipped with secondary padlocks to preclude easy removal. If you have any question about the identification of security containers, bolts or chains, call Physical Security at 239-6344 for assistance.

	f.  Key and lock custodians, and alternates must satisfactorily undergo a command oriented security screening using (DA Form 7281-R) before being appointed, in writing, and assigned such duties.

2.  COMBINATIONS:

	a.  Combinations to locks on vault doors or GSA-approved Class 5 or Class 6 security containers will be changed annually or upon change of custodian, armorer, or other person having knowledge of the combination, or when the combination has been subject to possible compromise.  Combinations will also be changed when a container is first put into service.  The combination will be recorded on SF 700 (Security Container Information Sheet), sealed in the envelope provided, and stored in a Class 5 security container located within the unit or the next higher headquarters (normally the S2).  No other written record of the combination will be kept.

	b.  Control will be established to ensure that the envelopes containing combinations to locks or containers are not made available to unauthorized personnel.

	c.  Use the factory setting of 50-25-50 whenever safes and arms rooms with combination vault doors are no longer in use.

	d.  Change of combinations:  Contact Directorate of Public Works (DPW), Service Order Desk at 239-0900 to have any combination changed.


