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29 June 2006

MEMORANDUM FOR D & E Detachments, 15th Personnel Support Battalion; F & G Detachments, 15th Finance Battalion; 266th Transportation Company; 19 Public Affairs Detachment; 10th Air Support Operations Squadron
SUBJECT:  Standing Operating Procedures (SOP) For Consolidated Arms Storage Facility

1. PURPOSE: To establish responsibilities and procedures for storage, accountability and control of arms, ammunition, and explosives in the consolidated arms storage facility.

2. REFERENCES:
a. AR 190-11, Physical Security of Arms, Ammunition and Explosive.

b. AR 190-13, The Army Physical Security Program.

c. FORSCOM Regulation, 190-13, FORSCOM Physical Security Program.

d. AR 190-51, Security of Unclassified Army Property ( Sensitive and Non Sensitive).

e. AR 710-2, Inventory Management Supply Policy Below the Wholesale Level.

f.   DA PAM 710-2-1, Using Unit Supply System ( Manual Procedures)

g. FORSCOM Regulation 190-11, Operating Procedures for Intrusion Detection System

3. APPLICABILITY: Host and tenant unit commander, personnel of the host and tenant units who are charged with the security of arms, ammunition, and explosives.

4. RESPONSIBLITY:
a. Host Commander:
(1)  Will be overall responsible for the security of the consolidated arms storage facility to include calling in work and service orders on the unit arms storage facility. Establish a bilateral agreement of procedures during the operations of the consolidated AA&E storage facility.

(2)  Will be responsible for the Unaccompanied Access Roster of the consolidated storage facility, including maintaining a copy of the DA Form 7281 ( Command Oriented Arms, Ammunition and Explosives (AA&E) Security Screening and Evaluation Record) of tenant unit personnel
.

(3)  Will give in writing authorization for the storage of sensitive and high value items in the consolidated arms storage facility.


(4)  Will ensure host/tenant units conduct 100% monthly serial number inventories of  sensitive items by the15th of each month.  Will ensure that tenant commanders provides copies of completed monthly 100% inventories to the host unit armorer for his records.    

(5)  Will ensure that a site license, signed by the installation commander and coordinated with the QASAS (Quality Specialist Ammunition Surveillance), safety, fire department and physical security, is maintained in the arms room at all times..
(6)  Will give authorization, in writing for storage of the Unit Basic Load (UBL) and small quantities of privately owned ammunition, after the QASAS site license is complete.

          (7)  Will appoint an AA&E key and lock custodian (Alternate if appropriate) in writing after the individual has a successfully completed a DA Form 7281
     (8)  Appoint a seal custodian (Alternate if appropriate) in writing.
 container
.

(9)  Will initiate investigation when losses occur of AA&E and other sensitive items authorized for storage in the consolidated arms storage facility.

  (10)  Will designate a unit each month to guard the arms room in the event of an   

  ICIDS failure
. 
  (11)  Ensure security construction statements (DA 4604-R) are updated every 5 years.  
b. Tenant Unit Commanders:

(1)  Will furnish the host commander a memorandum listing AA&E and sensitive   items to be stored by quantity, type, and serial number in the consolidated storage facility.

(2)  Will furnish list of personnel requiring Unaccompanied Access to the 

 







consolidated storage facility to host commander
.  
(3)  Will provide the host commander with a completed DA Form 7281-R (Command Oriented Arms and Explosive (AA&E) Security and Evaluation Record) for every person identified as requiring unaccompanied access to the consolidated arms storage facility.
(4)  Will appoint an AA&E key control custodian, who will account for and issue   their unit’s arms room keys.  A completed DA Form 7281-R is required prior to assuming duties as AA&E key custodian. 
(5)  Will provide the host commander a guard roster for the month that the unit is appointed guard, to be used in the event of an ICIDS failure.  Must ensure designated guard personnel have received a Use of Deadly Force Brief and that the individual is qualified on their assigned weapon.
(6)  Will furnish a memorandum with the host commander’s signature block, stating the soldiers name, amount, type, and serial number of POWs to be stored in the arms room.  A copy of the Fort Riley registration form will be attached. 

(7)  Will appoint a OIC/NCOIC to conduct 100% monthly serial 

number inventory of  sensitive items to be completed by the 15th of each month.  Results will be recorded on  a memorandum signed by the individual who conducted the inventory.  A copy will be provided to the host commander so that it can be maintained for inspections
.  

(8)  Will appoint an OIC/NCOIC to conduct a 100% serial number inventory  of sensitive items during field training.  Inventory will be conducted twice daily and/or following each location move.  Results will be recorded on a memorandum signed by the individual who conducted the inventory.  A copy will be provided to the host commander so that it can be maintained for inspections.  Notify the host commander immediately if a deficiency is found or sensitive is missing.   

c. CQ:  Will conduct arms room exterior physical security checks every 8-hours.  Log     

 results of security checks on the SD/SDNCO Log (DA Form 1594) and annotate checks on the SF 
   702 (Security Container Check Sheet) posted outside the arms room.    

d. Armorer(s):
 Host Armorer:

    (1)  Will have signed sub-hand receipt on hand at host unit storage facility.

(2)  Will ensure that joint physical count inventories (Opening and closing)  between host & tenant armorers/unaccompanied personnel are conducted during each daily operation.

(3)  Will conduct quarterly IDS test and record results on DA form 4930-R, Alarm/Intrusion detection record or ensure that one of the tenant armorer conducts the test and retain a copy of the results on file for one year.

(4)  Will maintain a clip board with DA Form 2062(Listing all items stored in the arms room) and FR Form 43-1 (Weapon Control Log) showing whether or not any weapons are currently signed out.  Armorer must  ensure  weapons/sensitive items are issued using the following procedures:

(a)  Individually assigned weapons for 24 hours or less by receiving the soldiers’s DA Form 3749 (Equipment Receipt) only.  If a DA Form 3749 is not used than a DA Form 2062 (hand receipt) will be used.  An entry will also be made on the Weapon Control Log (FR 43-1).

(b)  Individually assigned weapons for a period over 24 hours by receiving the soldier’s DA form 3749 and have the soldier make an entry on FR Form 43-1.  If a DA Form 3749 is not used than a DA Form 2062 (hand receipt) will be used.  An entry will also be made on the Weapon Control Log (FR 43-1).
(c)  Single weapon required by more than one soldier, prepare DA form 3749 for each soldier authorized to use the weapon. Issue the weapon per sub-paragraph (a) & (b) above, except that control sheet entries are required regardless of the time period from which the weapon is issued.
(d)  When other than individually assigned weapons are issue, use hand or temporary hand receipt procedures. Control sheet entries are also required.

(e)  Will issue DA Form 3749 (Equipment Receipt) and hand receipt for each  privately owned weapon (POW) stored in the storage facility.

(f)  Will ensure that the owner has commander written authorization to withdraw his/her POW before issuing the weapon and retain the written authorization until the POW is returned, except when POW is to be removed permanently because of PCS or ETS move from unit.

(g) Will ensure a Master Authorization List (MAL) is kept.

(h)  Will be issued the consolidated arms storage facility keys by the AA&E key and lock custodian or commander. 

(i)  Report any discrepancies or missing equipment to the Commander or First Sergeant immediately.
Tenant Armorer:
(1)  Will have a signed sub-hand receipt on hand for host unit armorer’s use at host storage facility

(2)  Will ensure that joint physical count inventories (Opening and closing) between host & tenant armorers/unaccompanied personnel are conducted every time the arms room is opened/closed and annotated on DA 2062.  If a discrepancy is found immediately notify host/tenant commander so that an inquiry/investigation can be conducted.     

(3)  Will conduct quarterly IDS test and record results on DA Form 4930-R, Alarm/Intrusion Detection Record when tasked by the host armorer who will retain a copy of the results on file for one year.

(4)  Will maintain a clip board with DA 2062 and FR Form 43-1 and ensure weapons/sensitive items are issued using the following procedures:

(a)  Individually assigned weapons for 24 hours or less by receiving the soldiers’s DA Form 3749 (Equipment Receipt) only.  If a DA Form 3749 is not used than a DA Form 2062 (hand receipt) will be used.  An entry will also be made on the Weapon Control Log (FR 43-1).

(b)  Individually assigned weapons for a period over 24 hours by receiving the soldier’s DA form 3749 and have the soldier make an entry on FR Form 43-1.  If a DA Form 3749 is not used than a DA Form 2062 (hand receipt) will be used.  An entry will also be made on the Weapon Control Log (FR 43-1).

(c)  Single weapon required by more than one soldier, prepare DA form 3749 for each soldier authorized to use the weapon. Issue the weapon per sub-paragraph (a) & (b) above, except that control sheet entries are required regardless of the time period from which the weapon is issued.

(d)  When other than individually assigned weapons are issue, use hand or temporary hand receipt procedures. Control sheet entries are also required.

(e)  Will issue DA Form 3749 (Equipment Receipt) and hand receipt for each  privately owned weapon (POW) stored in the storage facility.

(f)  Will ensure that the owner has commander written authorization to withdraw his/her POW before issuing the weapon and retain the written authorization until the POW is returned, except when POW is to be removed permanently because of PCS or ETS move from unit.

(h) Will ensure a Master Authorization List (MAL) is kept.

(h)  Will be issued the consolidated arms storage facility keys by the AA&E key and lock custodian or commander. 

(i)  Report any discrepancies or missing equipment to the Commander or First Sergeant immediately.





(e) 




.
e. AA&E Key and Lock Custodian:

(1)  Will retain and maintain a DA Form 5513-R, Key Control Register and Inventory, identifying key serial number, location, total number of keys, signature of issue and received keys, including combination to locks/vaults used by the host unit, including replacement/reserve padlocks with keys.

(2)  Will issue, receive and inventory keys.

(3)  Will conduct semi-annual serial number inventory of keys and padlocks including alternate set of keys.

5. WEAPONS STORAGE PROCEDURES:

a.   Each tenants and host AA&E will be secured in separate racks or containers and 
 marked identifying which unit they belong to.  Racks and/or containers weighing less than 500 pounds will be fastened to the structure (or fastened together in groups totaling more than 500 pounds) with bolts or with chains equipped secured by low security padlocks.

b.   Racks and/or containers will be separated in such a manner as to easily identify the
 host and tenant units protected AA&E and other authorized sensitive items.

6. OPERATIONAL LOAD AMMUNITION:
     The host armorer will sign for the operational ammunition from the Battalion S-4 Ammunition NCO on a DA Form 2062, Hand receipt. Host armorer will issue and receive ammunition to guards (for IDS failure and/or transporting of category I and II AA&E) on DA Form 2062. The host armorer will continue to account for the ammunition through the use of hand receipt control.

7. TRAINING AMMUNITION

    Training ammunition is prohibited from storage in unit arms facilities. Training ammunition must be stored at the post Ammunition Holding Area (AHA).

8. PRIVATELY OWNED Arms, Ammunition & Explosives (AA&E):
a. Will be secured in containers separate from Military AA&E.

b. Firearms will be registered and controlled in accordance with FR Reg. 190-1, andRiley’s Rules paragraph 5-2
. 
c. POW’s of personnel living in the billets and/or BEQ/BOQ, will be stored in the arms facility.

d. Individuals will have written authorization to with draw POW from the consolidated arms facility from the commander and/or approved by the host commander.

e. A copy of the registration, FR Form 102A will be retained on file by the host armorer, along with the memorandum signed by the host commander authorizing the storage of the POW in the arms room.

9. 24 HOUR OPERATION
a. When consolidated arms storage facility operates on a 24-hour basis, a complete inventory of all arms, ammunition, and explosives (AA&E), and sensitive items will be conducted each time there is a change of armorers/unaccompanied personnel. The armorer coming  off duty and the armorer assuming duty will conduct a jointly physical count inventory and record the results on a DA Form 2062 Hand Receipt. The keys will be transferred by use of DA form 5513-R Control Register,

10. FORMS AND RECORDS:

a. DA Form 2062 Hand Receipt and Riley Form 43 Daily Weapons and Ammunition Inventory Sheet will be used each day when the arms storage facility is first opened for business, at the close of business as required by AR 190-11, paragraph 3-8c, and each time the keys to the arms storage facility change from one authorized person to another use DA Form 2062 Hand  Receipt for physical count inventory, as required,  by DA PAM 710-2-1, paragraph 9-10a.

b. Fort Riley Form 43-1, Weapons and Ammunition Issue and Turn in Log is approved for use as a control log. This form shall be used to record daily sign in/out of weapons and other sensitive items in accordance with DA PAM 710-2-1, paragraph 5-6d. This form will be retained on file unit all weapons and/or other sensitive items have been returned to the arms storage facility and accounted for.

c. Fort Riley Form 46, Monthly Serial Number Inventory of Weapons, Informal Memorandum or automated listing is approved for monthly serial inventories. The responsible officer or NCO, Warrant Officer, Commission Officer, will conduct the monthly serial number inventory of weapons, ammunition and other authorized sensitive items or DOD civilian appointed by the responsible officer.  The same person will not conduct this inventory in consecutive months. The armorers/unaccompanied personnel will not conduct this inventory in consecutive months. The armorers/unaccompanied personnel will not conduct this inventory in accordance with DA PAM 710-2-1, paragraph 9-10b. Retain inventories 2 years (no discrepancies) 4 years when discrepancies are detected with all documents that back up the discrepancies.

d. DA Form 5513-R, Key Control Register and Inventory. This form will be used for accountability, control and inventory of AA&E keys. This form will be used in accordance with AR 190-11, paragraph 3-8. Completed key control register will be retained on file for 90 days. Inventory records will be retained on file for a minimum of 1 year. The key control register is to be retained on file by the unit key and lock custodian.

e. DA Form 4930, Alarm/intrusion detection Record. Armorer/unaccompanied personnel will use this form to record actual alarms, false alarms, nuisance alarms and test of the intrusion detection system (IDS). Test will be conducted during normal duty days and hours and at intervals no to exceed 90 days, as required by AR 190-11, paragraph 3-6g. Results will be recorded and form retrained on file for a minimum of 1 year.

f.   Standard form 702 (Security Container Check Sheet) will be used to record Staff Duty and/or CQ checks of arms facilities at a minimum of 8-hour interval. Use for opening and closing at the military police desk. Destroy form the day after the last entry and a full day is recorded on the new form, except when form is needed to back up discrepancies and/or investigation for lost or missing AA&E and other sensitive items.

g. Fort Riley Form 102A, (military)/102B (Civilian) Registration of Privately Owned Weapon. Use 102A to register privately owned firearm for military personnel and use 102B for civilian personnel. Commander is the register of the privately owned firearms belonging to the service, family member of his unit and their guests. Once commander has signed as registered give the owner the white copy and provide a readable copy to the Provost Marshal Office, Physical Security or MP desk and retain one copy in the consolidated storage facility.

h. Fort Riley Form 102C (Military)/102D (Civilian) Registration of Numerous Privately Owned Firearms. Use 102C to register numerous (up to 8) privately owned firearm for military personnel and use 102D for civilian personnel. Commander is the register of privately owned firearms belonging to service, family members of his unit and their guests. Once commander has signed as registered give the owner the white copy and provide a readable copy to the Provost Marshal Office, Physical Security or MP desk and retain one copy in consolidated storage facility.

i.   Unaccompanied Access Roster (Memorandum) will be prepared for personnel requiring unaccompanied access to the consolidated arms storage facility, including tenant unit personnel by host commander. These personnel will be require to know how to test and operate the IDS and will record the results on the DA Form 4930, Alarm/intrusion less than once a year or when change in personnel occur. The original will be hand carried to the Provost Marshal Office, Physical Security Section, Building 221, Basement. A copy will be posted in the arms storage facility and one provided the higher headquarters or personnel signing for the locked and sealed container as appropriate.

j.   Retain latest copy of physical security inspection reports from all agencies conducting inspections program on file in the arm storage facility.

11. TRANSPORTATION OF AA&E
a. Transporting of AA&E in privately owned vehicles is prohibited either on or off the installation.
b. AA&E item will not be left unattended and will be secured and under surveillance at all times.
c. Category I and II will be in the custody of a commissioned offer, warrant officer, noncommissioned offer (E-5 or above), or DOD civilian (GS5 or above). Category I and II AA&E requires armed guard surveillance.

d. Movement of AA&E individual soldier the security criteria does not apply see Chapter 2 for security during deployment to field for training or operational purposes.

e. Use of serial numbered seals is required when shipping AA&E in Conexs, Mil-Vans, along with secondary padlocks. Record the seal unit on the Unit shipment Packing list and load diagram, affix packing list/load diagram inside the shipping container, one copy with the deploying unit and one copy to the rear detachment commander as appropriate.

f.   Shipping containers (CONEX, MILVAN, SEAVAN) will be placed door to door or door to immovable object unauthorized entry before, during, and after shipping.

g. For movement of AA&E except for Category I use Provost Marshal Guide, dtd 22 February 1994 for Guidance in protection of AA&E while transporting or having AA&E transported by another agency.
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29 June 2006

MEMORANDUM OF AGREEMENT BETWEEN THE HOST AND TENANT UNITS
SUBJECT:  Bilateral Agreement for Consolidated Arms Storage Facility
1.  The purpose of this formal agreement is to assign physical security responsibilities for items stored within the consolidated arms storage facility.  The Commander of Rear Detachment, 15Th Personnel Services Battalion is the “Host”.  Other units storing items within the arms room are “tenants.”  
2.  AR 190-11 requires this formal agreement, paragraph 3-2c(1).

3.  The host and tenant units are responsible for ensuring compliance of the following:  

a.  Maximum quantity of items to be stored by tenants:
c.  Physical safeguards to be used:

d.  Tenants weapons will be identified by:

4.  Host and tenant units will prepare DA Form 2062 (hand Receipt) containing type, quantity and serial number of items actually stored.

5.  Host and tenant unit will conduct 100% monthly serial number inventories of their AA&E and other sensitive items as required by DA PAM 710-2-1, para 9-10b. Inventories will be conducted during training also.  Tenant units will provide copies of their inventories to the host as required by AR 190-11, para 2-9.
6.  Host and tenants units will immediately notify the host and tenant commander of missing AA&E as required by AR 190-11, para 2-9.  Reporting of the loss for investigations will be initiated by the host commander.  
7.  The host will control the unaccompanied access roster to include ensuring personnel have a completed DA Form 7281-R (Command oriented AA&E Security Screening and Evaluation Report) before authorizing unaccompanied access.  Tenants will provide the host with a list of personnel requiring unaccompanied access along with each completed DA Form 7281-R.
8.  I have read, understand, and comply with 15Th Personnel Services Battalion SOP.  

Tenant Commander Signature Block    

Tenant Commander Signature Block
Tenant Commander Signature Block
Tenant Commander Signature Block
Host Commander Signature Block
�This will put the responsibility of completing the DA 7281 on the tenant unit commanders and relieve the burdon from you having to conduct the interviews and processing the DA 7281.


�May want to consider just wording this as "Appoint a seal custodian (Alternate if appropriate) in writing."  Your seal custodian will be responsible for tracking all seal usage in your unit, not just for the arms room use.  Sealed and banded wall lockers for Block Leave, deployments etc.


�Might want to add this guard roster as an attachment or appendix to this SOP.  May also want to list POCs for each unit and contact phone numbers.  Copy of this roster should be posted in the arms room.


�Changes to the unaccompanied access roster should be reported to the host commander immediately so that personnel who no longer require access to the arms room can have their PIC/PIN numbers removed from the ICIDS system.


�I believe FR Form 46 is obsolete, a memorandum will suffice.


�CG Policy Letter 12-2 was replaced wit Riley's Rules.





